Situational Awareness Workgroup




WORKGROUP MISSION

Our goal as a State Is to coordinate the
development of all (public safety) situational
awareness tools and data sets so that we are
maximizing their effectiveness across agencies
and jurisdictions.

We’'re about data and applications more than
iInfrastructure. Outside our scope:

- CCTV

- Computer networks

- Radios



SITUATIONAL AWARENESS (DEFINITIONS)

Knowing what Is going on so you can figure
out what to do

What you need to know not to be surprised
Keeping track of what is going on around you
In a complex, dynamic environment

You know It when you have it (my new car)
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Knows where | am

Knows where I'm going

Knows about traffic ahead

Tells me what | need know now (not 10
minutes from now, not about Virginia)
Adjusts to changes in near real time
Provides analysis

Helps me communicate SA to wife




REAL TIME DATA IN OSPREY

* Hospital Status (MIEMS)

« Statewide Power Outages (Utility Web Sites)
» Shelters (Locals via WebEOC)

« Stream and Tidal Gauges (NOAA & USGS)

« Traffic Conditions on State Highways (SHA)
* Weather (NOAA)

http://imap.maryland.gov/ | twitter @MDiMap




SANDY SPECIFIC DATA IN OSPREY

e MD Army National Guard Missions (MJOC)**

* Early Voting Center Locations (Governor’s Office / MEMA)
* Routes prone to flooding (SHA)

* Vulnerable Population Facility Status (DHMH, DHR)

e Category 1 Storm Surge Inundation Areas (MEMA)

 Civil Air Patrol and coastal imagery (FEMA)

* Power outages by zip code (DOIT)**

e Garrett County Road Closures (County and SHA)

e Garrett County Downed Power Lines (County)

** Now improved and in OSPREY real-time everyday.

http://imap.maryland.gov/ | twitter @MDiMap
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WHAT IS A HUB SYSTEM

MOMS

CHART

OSPREY MLIEN

ESSENSE HC Standard

WEBEOC




WHAT IS A HUB SYSTEM

CHART MOMS
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ESSENSE HC Standard
WEBEOC

Data Discovery « Load management
Security * Notification
Metadata * Procedures
Transformation




SEVERAL HUB SYSTEMS

W & Maryland iMap Portal
‘M o State of Maryland iMap
‘m (@ Maryland StateStat +
‘M 0 ncr_geospatial_data_exchange.pdf (appli...

& @ proceedings.esti.com/library/
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change.pdf c - nergdx

rconf/mugll/papers/ncr_geospatial_data_

Weicome, Heial Hammal My Protile | Contact Us | Admin | Logout

National Capital Region

Geospatial Data Exchange

Home  TInbox Ubrariss Directory ‘ FlexViewer | GFE Catslogs Manzge C&Es Share | Resources
Libraries
i My Library MyShares ' Partners ] Common Search Results
Tite Filetype Posted by Orgznization Partner Upload Date Rating =
>  Rockvilie Oty Faolities ATCGIS REST Marc Walnzhanker City of Rockville Marylana 12/05/1L 1834 <o
>  Rackville City Boundary (line) £1¢GIS REST Marc Weinshenker City of Rodkville Maryland 12M5A1 15:33 <
3  Manylana Cover Crops ATCGIS REST MDADMIN MDAdMIN Marylang Marylana 11/05/1L 18:22 <o
>  Manyland Offshore Shipping lanes A1¢GIS REST MDAdmIA MDAdmin Maryland Maryland 11/05/11 18:13 <
>  Manjland Transportation Senaces ATCGIS REST MDADMIN MDAdmIN Marylang Marylana 1L/05/1L 1818 Q=
>  Population Growth Rate: Margfand 2009 - 2014 ALGIS REST MDAdmIn MDAdmin Marylano Maryland 1L/05/11 18:15 1355 o
>  Manland National Register of Histonc Places &r¢GIS REST MDAdmin MDAdmin Maryland Maryland 110811 18:07 <o
>  Marnyland Multifamily sites ACGIS REST MDAdmin MDAdmin Marylanad Maryland 11/D8/11 18:00 o
>  Manland 100 Year Flood Plan AreGIS REST MDAdmin MDAdmin Manyland Maryland 110811 17:51 L]
2>  Maryland State Health Data ArCGIS REST MDAdmMIN MDAdmIN Marylano Maryland 1L/08L 17:47 o
3  Manland Inland Waters: Wetlands map AreGI5 REST MDAdmin MDAdmin Maryland Maryland 110811 17:30 [+]
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SECURITY AND SHARING

 DolT Information Security Policy

* “All Maryland State information is categorized into
two main classifications with regard to disclosure:

— Public

— Confidential
* Personally Identifiable Information (PII)
* Privileged

* Sensitive.



http://doit.maryland.gov/support/Documents/security_guidelines/DoITSecurityPolicy2013.pdf

SECURITY AND SHARING

Some provisions of the policy...

* Access: Only those Maryland State employees or contractors
with explicit need-to-know and other individuals for whom an
authorized Maryland State official has determined there is a
mission-essential need-to-share and the individual has signed
a non-disclosure agreement.

* Distribution within State of Maryland systems; Delivered
direct - signature required, envelopes stamped Confidential,
or an approved, electronic email or electronic file transmission
method.

e Distribution outside of State of Maryland systems: Delivered
direct; sighature required; approved private carriers; or
approved encrypted electronic email or encrypted electronic
file transmission method.



Future SA meetings on 3
Wednesdays at MCAC (Usually)

| MARYLAND |




